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WHAT IS SATELLITE 6 ?
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CONFIGURATION MANAGEMENT
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PROVISIONING
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SOFTWARE MANAGEMENT
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SUBSCRIPTION MANAGEMENT
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FEDERATED SERVICES WITH CAPSULES
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Puppet Master

Content Mirror

Provision Discover

Security Scan & SCAP
Reports

Enrollin IDM

Message Router

Power on/off
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HIGH-LEVEL TOPOLOGY
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SATELLITE 6 CAPSULE:1
HELSINKI
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SATELLITE 6 SERVER SATELLITE 6 CAPSULE: 2
STOCKHOLM COPENHAGEN




LIFE CYCLE MANAGEMENT
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MODULAR CONTENT VIEW DEPLOYMENT

COMPOSITE CONTENT VIEW SOE FOR WEB

CONTENT VIEW RHEL7 >
CONTENT CUSTOMIZATION
CONTENT VIEW RHEL?7 WH  Product A «/ Package Filters
CONTENT CUSTOMIZATION L] Repositorya  ©/ Errata Filters

J Puppet Modules

‘% Product A §/ Packages Filter L] Repositary 8 , =
m Repository A J Errata Filter /

CONTENT VIEW WEB
m Repository B J Puppet Modules

CONTENT CUSTOMIZATION

¥  Product A +/ Package Filters

| ] Repository A «/ Errata Filters

L] Repository B +/ Puppet Modules
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AUTOMATED PROVISIONING

HOST GROUP

COMPOSITE CONTENT VIEW SOE FOR WEB

CONTENT VIEW RHEL7
C CUSTOMIZ
= «/ PackageFilters
Ij §/ Er
u \/ Pu
0 VIEW WEB
C CUSTOMIZ
& «/ Package Filters
L]  Er
I_—I x/ Pu

—

PARTITION TABLE
KICKSTART TEMPLATES
SUBNET/DOMAIN
ACTIVATION KEYS
PUPPET CLASSES

SMART CALSS PARAMETERS

HOW TO BUILD A SYSTEM FROM START TO FINISH
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GUI, APl & CLI

() MODERN ARCHITECTURE

() APIFIRST (REST BASED)

() ENABLES ADVANCED INTEGRATION

O. redhat.



DEPLOY A NEW SERVER VIA THE GUI

RED HAT SATELLITE

Red Hat Stockholm Demolab v Monitor v Content v Containers v Hosts v Configure v

New Host

Host Puppet Classes Network

Operating System Parameters Additional Information

Infrastructure v

Access Insights v

Name *

hewhost.example.com

Organization *

Red Hat Stockholm Demolab

Puppet Environment *

KT_Red_Hat_Stockholm_Demolab_DEV_RHEL7_SOE_4

1

Location * Default Location :I

Host Group DEV/RHELY :I

Deploy on Bare Metal :I

Lifecycle Environment DEV :I
Content View RHEL7 SOE :I

g

Capsule Settings

Content Source
Puppet CA

Puppet Master

sat6-demo.lab.arn.redhat.com

sat6-demo.lab.arn.redhat.com

satb-demo.lab.arn.redhat.com

Reset Puppet Environment to match selected Content View

Use this as a source for installation and updates.

Use this puppet server as a CA server

Use this puppet server as an initial Puppet Server or to execute puppet runs

)
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DEPLOY A NEW SERVER VIA THE API

# curl -k -u user:pass -X POST -d "{\"host\": { \"name\": \"newhost.example.com\", \"location_id\": \"2\",
\"organization_id\": \"1\", \"managed\": \"true\", \"compute_resource_id\": \"1\", \"hostgroup_id\": \"1\",
\"compute_profile_id\": \"1\", \"enabled\": \"true\", \"build\": \"true\" }}" -H "Accept: application/json"

-H "Content-Type: application/json" https://satellite.example.com/api/v2/hosts
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FOREMAN HOOKS
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WHAT'S NEW IN SATELLITE 6.17?




CLEANER USER INTERFACE &
GREATER RESPONSIVENESS

RED HAT SATELLITE

Red Hat Access v Admin User ~
Red Hat Stockholm Demolab -~ Monitor - Content + Containers ~ Hosts ~ Configure ~ Infrastructure Access Insights ~ Administer -~
Overview
Filte Q search | ~ Generated at 18 Sep 13:41 Manage dashboard v
Latest compliance reports * * *
P P Host Configuration Chart
Host Policy P F (4]
sthlab124.lab.arn.redhat.com 32 1] 0
sthlab125.lab.arn.redhat.com B 1] 0
sthlab124.lab.arn.redhat.com B (1] 3
sthlab125.lab.arn.redhat.com E 32
: = - 0 100%
sthlab124.lab.arn.redhat.com B 1]
0
OK
0
0
Total Hosts: 3
X X TR ‘ x
el R S R Run distribution in the last 30 minutes
5 P ?
530/ 15 ] 1
0
Passed
0
P P Vs i 2 & G & ® .
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COMPREHENSIVE DOCUMENTATION

Q redhat

Red Hat Satellite 6.1

Release Notes
Q redhat

Red Hat Satellite 6.1
Installation Guide

Finel Hat St

Q redhat

Red Hat Se

Red Hat Satellite 6.0
Core-SOE

Fecomemended Practices and Reference Archasciur

Sustin Shers Gram Gy Tedd Wnme

System Engineering

Q redhat.

Red Hat Satellite 6.1
API Guide

Referenc
Transfer

Red Hat

Q redhat.

Red Hat Satellite 6.1
User Guide

A guide to using Satellite entitlement management software.

‘ redhat.

Red Hat Satellite 6.1
Provisioning Guide

A guide to provisioning physical and virtual hosts from Red Hat
Satellite servers.
Edition

Red Hat Satellite Documentation Team

System Administration

Red Hat Performance Briefs

Performance Tuning of Satellite 6

and Capsules

Version 1.0
March 2015

D
|

Q redhat

Red Hat Satellite 5 and 6
Puppet Guide

Using
Editic

cifo

O redhat.

Red Hat Satellite 6.1
Transition Guide

Transitioning from Satellite 5 to Satellite 6

Red Hat Satellite Documentation Team

Advanced System Management
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2 STEP ERRATA MANAGEMENT

Satellite 6.0

Step

Satellite 6.1

Login on to Satellite to find new errata

Identify Errata for Tomcat

Publish Errata to Tomcat CV v4 in the
library now v5

A

(0

Errata email notification arrives

Identify Errata for Tomcat

Add Errata to CV v4, now v4.1 in QE &

to applicable hosts CCV v3, now V3.1

Promote CCV Lib - Dev now v11

Add Errata to CV v4, now v4.1 in Prod
to applicable hosts CCV v2, now V2.1

@

Promote CCV Dev o QE

Select aj
host-coll4 |

Push erréa

0O N ounnhw N
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2 STEP ERRATA MANAGEMENT

RED HAT SATELLITE

Red Hat Stockholm Demolab Monitor v Content v Containers v Hosts v

Configure v~

Infrastructure -~

Access Insights v

Red Hat Access v

Admin User +

Administer v

Errata
All Repositories :I ¥ Applicable O Installable
Search... Q Showing 42 of 42 (42 Total)
Errata ID Title

RHSA-2015:1640 Moderate: pam security update
O | RHSA-2015:1636 Moderate: net-snmp security update
O | RHSA-2015:1635 Moderate: sqlite security update
O | RHEA-2015:1625 tzdata enhancement update
O | RHBA-2015:1536 docker bug fix and enhancement update
O | RHBA-2015:1560 irgbalance bug fix update
O | RHBA-2015:1535 numactl bug fix update
O | RHBA-2015:1532 python-urllib3 bug fix update
O | RHSA-2015:1534 Moderate: kernel security and bug fix update
O | RHBA-2015:1556 dnsmasq bug fix update
O RHBA-2015:1552 selinux-policy bug fix update
O | RHEA-2015:1563 fence-agents enhancement update
O | RHBA-2015:1558 NetworkManager bug fix update
O | RHBA-2015:1537 util-linux bug fix update
O | RHBA-2015:1533 nss-util, nss-softokn, and nss bug fix and

enhancement update

Type

H RHSA-2015:1665 » Moderate: mariadb security update A Security Advisory - Moderate 5 Applicable, 5 Installable 8/24/15

A Security Advisory - Moderate
A security Advisory - Moderate
A Security Advisory - Moderate

€3 Product Enhancement Advisory

(]

4
3

£

A Security Advisory - Moderate

¥

3

€3 Product Enhancement Advisory

Bug Fix Advisory
Bug Fix Advisory
Bug Fix Advisory

Bug Fix Advisory

Bug Fix Advisory

Bug Fix Advisory

¥ Bug Fix Advisory

3

¥

Bug Fix Advisory

Bug Fix Advisory

Content Host Counts

5 Applicable, 5 Installable
2 Applicable, 2 Installable
5 Applicable, 5 Installable
5 Applicable, 5 Installable
1 Applicable, 1 Installable
5 Applicable, 5 Installable
5 Applicable, 5 Installable
5 Applicable, 5 Installable
5 Applicable, 5 Installable
5 Applicable, 5 Installable
5 Applicable, 5 Installable
2 Applicable, 2 Installable
5 Applicable, 5 Installable
5 Applicable, 5 Installable

5 Applicable, 5 Installable

Updated

8/18/15

8/17/15

8/17/15

8/14/15

8/5/15

8/5/15

8/5/15

8/5/15

8/5/15

8/5/15

8/5/15

8/5/15

8/5/15

8/5/15

8/5/15

1 Selected WNIESIEIE]
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RED HAT ACCESS INSIGHTS

PROACTIVE SYSTEM MANAGEMENT

(¥) REDUCED DOWNTIME

(@) LESS TIME RESEARCHING

() IDENTIFY THREATS BEFORE THEY
ARE THREATS
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THE INSIGHTS ENGINE

1.000.000 SOLVED CASES 30.000 UNIQUE SOLUTIONS 700 ENGINEERS GLOBALLY
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RED HAT ACCESS INSIGHTS

RED HAT SATELLITE

Red Hat Access ~ . Admin User ~

RHAI Demo « Monitor Content Hosts + Configure v Infrastructure ~ Access Insights ~ Administer +

Red Hat Access Insights

Overview
Overview
ACTIONS OINFO AWARN  © ERROR
() Section Count
O Security 1
© Performance 1
O Sstability 7

Use this chart to drill down and discover problems
within your organization.

© 2 systems are not checking in

There are 9 action(s) detected from systems in your
organization.

§ o @ rednat



RED HAT ACCESS INSIGHTS

A VMware guest NMI enabled

Guest virtual machines running under VMWare can be crashed
by the NMI watchdog when a process accesses
/proc/slabinfo If the host system has been under heavy
Memary pressure.

Red Hat recommends that you disable nmi_watchdog

1. Edit fetc/sysctl.conf and edit or add the following
lines:

kernel.nmi_watchdog = 0
kernel.unknown_nmi_panic = @

Impacted Systems

Overview / Stability

Hostname

Filter

rhelé6-sl.example.com

rhelé6-sl.example.com

rhelé6-sl.example.com

rhel6-sl.example.com

rhel7-sl.example.com

rhel7-sl.example.com

VMware guest NMI enabled

Reported

3 months ago
3 months ago
3 months ago
3 months ago
3 months ago

3 months ago

View

View

View

View

View

View

)
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RED HAT ACCESS INSIGHT

Analytic Engine

Analysis and findings A

Anonymized Host Information

Rules Database Q
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ISOLATED CAPSULE

Satellite 6.0
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CONTAINER MANAGEMENT

Container Satellite 6 serves Containers managed

Registries as an on-premice through lifecycle

environments versioned

registry for Linux
Containers

with Content Views
[ Dev l
[ P [l ¥ - W

o l
- y
__CCV-a W

Production

CCV-a

Version 10

] |

Library
. o
Docker Hub Registry ’ 3 CV-a

On-Premise || | || | | || 725"

Private On-Prem Registry

@

Registry

Version 2

Environments are

mirrored to
Capsules

Docker Pull
to host
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OPEN SCAP INTEGRATION

RED HAT SATELLITE

Auroracloud

Compliance policy: RHEL6_Common_Profile_(STIG)_Policy

Hosts Breakdown
[l Compliant with the policy
Il ot compliant with the policy
[l inconclusive results

MNever audited

JLatest reports for policy: RHEL6_Common_Profile_(STIG)_Policy

Host Date
B crashnode-0001 aurorscioud about 10 hours ago
Bl crash-node-0002.auroracioud 16 days ago
I crash-node-0001 auroraciou 16 days ago

Total hosts: 2

Passed

Failed

Other

Host Breakdown Chart

100%

Incompliant h...

View Report
View Report

View Report

iy

—y

seeateend

seeateend

=

=

iy

seeateend

=
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OPEN SCAP INTEGRATION

Prevent Log In to Accounts With Empty Password %
Rule ID xcedf_org.ssgproject.content_rule_no_empty_passwords
Result
Time 2015-09-21701:00:068
Severity high
Identifiers and References EEZ cce-27010-8

366, SRG-0S-000989, IA-5(b), IA-5(c), IA-5(1)(a),
Description If an account is cenfigured for password authentication but does not have an assigned password, it may be possible to log inte the account without authentication. Remove any instances of the nullok optienin /etc/pam. d/system-auth to prevent logins with empty passwerds,

Rationale If an account has an empty password, anyone could log in and run commands with the privileges of that account. Accounts with empty passwords should never be used in operational environments.
ltems found violating make sure nullok is not used in /etc/pam.d/system-auth §

Path Content

/ete/pam disystem-auth nullok

Remediation script:

sed -1 's/\<nullok\x//g' fetc/pam.d/system-auth

RED HAT
FORUM @ redhat



DISCOVERY

RED HAT SATELLITE

Default Organization@Default Location

Discovery Rules

Name

2.CPU
16_GBYTE_MEM
DefLOC_On_124
KVM_Big_Storage

1_CPU

v

Priority
0
0
0

Monitor Content + Containers + Hosts +

Query

cpu_count > 1

memory > 16GB

location = "Default Location" and subnet = 192.168.124.0
model = KVM and disks_size > 2TBytes

cpu_count >= 1

Configure +

Host group

RHEL6_Dev_Servers
RHEL6_Dev_Servers
RHEL6_Dev_Servers
RHEL6_Dev_Servers

RHEL7_Prod_Servers

Red Hat Access v . Admin User v

Infrastructure +

Hosts/limit
0/0
0/4
0/0
0/0
110

Access Insights v

Enabled

true

true

true

true

true

Administer v

Delete | v
Delete | v
Delete | v
Delete | v
Delete | v

DHCP
DNS
TFTP

&
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QUESTIONS ?
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